THE OPEN WEB APPLICATION SECURITY PROJECT
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“Security is a
process, not a
product”

-- Bruce Schneier



What if the
software world
was only...

100 apps written by 100 developers at 100 companies
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apps have SQL injection



1

company has a
responsible appsec program
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apps use unpatched libraries
with known flaws
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1

app has had a manual
security code review



0

apps provide any
visibility into security









“Don’t hate the playa

Hate the game”

-lceT




The first rule of security is...
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Securlty Facts

Our Mission: Visibility

OWASP Top 10 2010
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Growing Ecosystems

/ @ Home - PythonSecu...
I
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Welcome to Python Security, the home of the largest collection of information about security in the Python programming language.
Our mission is to make Python the mest secure programming language in the werld, ensure hackers never break a Python-based .\
application, and make security breaches a thing of the past! §¢ PINe i
This site contains a vast amount of security information, organized into two sections:
e Security topics and how they relate to Python as a whole i
e The security of specific software such as framewaorks and template engines -M{ﬁu e S
We also have a Google Group, on which you may ask or discuss anything related to security in Python. ] i
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We Need YOUR Help i
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Python5ecurity.org is a blossoming community, and we need your help to make it grow. Here are a few ways in which you could
help: Pt SV
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¢ Contribute to the currently focused artide: Session Management
e Submit a relevant link or piece of news

e Contribute fixes and patches to software projects to improve security

® Spread the word!

Security Topics Software Cheat Sheets
& Access Control/Authorization & Web Frameworks ¢ Template Engines

& Anthantioobon A Batla A Chamedaan




OWASP Meritocracy

OWASP Users and Participants

OWASP Members

OWASP Leaders
(Chapters and Project)
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Connections

OWASP Foundation

(OWASP Board)
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Today

Getting Started with OWASP T10 and Guides
Building a Software Assurance Program
Using the OWASP Live CD

OWASP Enterprise Security APl (ESAPI)
OWASP 02

The DISA AppSec STIG and OWASP Tools
Discussion




Jeff Williams
Aspect Security CEO
OWASP Foundation Chair
jeff.williams@owasp.org
http://www.owasp.org
twitter @planetlevel
410-707-1487

Join Us




